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Introduction

Yubico is the leading provider of simple, open online identity protection. The company’s flagship
product, the YubiKey®, uniquely combines driverless USB hardware with open source software. More
than a million users in 100 countries rely on YubiKey strong two-factor authentication for securing
access to computers, mobile devices, networks and online services. Customers range from individual
Internet users to e-governments and Fortune 500 companies. Founded in 2007, Yubico is privately
held with offices in California, Sweden and UK.

Disclaimer

The contents of this document are subject to revision without notice due to continued
progress in methodology, design, and manufacturing. Yubico shall have no liability for any
error or damages of any kind resulting from the use of this document.

The Yubico Software referenced in this document is licensed to you under the terms and
conditions accompanying the software or as otherwise agreed between you or the company
that you are representing.

Trademarks

Yubico and YubiKey are trademarks of Yubico Inc.

Contact Information

Yubico Inc

228 Hamilton Avenue, 3rd Floor
Palo Alto, CA 94301

USA

info@yubico.com
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1 Overview

The Yubico Windows Login tool (available at the Yubico Website, here:
http://www.yubico.com/applications/computer-login/windows/windows-login/) allows users to
lock accounts on their Windows 7 and up PCs and prevent access without the correct YubiKey.
This guide will detail how to configure a YubiKey to work with the Windows Login tool, as well
as some best practices for backing up the YubiKey information, protecting a configured
YubiKey and setting up the Windows Authentication tool.
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2 Configuring the YubiKey

1) First, download and install the latest Cross Platform Personalization Tool for Windows from the
Yubico Website at: http://www.yubico.com/products/services-software/personalization-tools/use/
under the section "Cross platform personalization tools". There are a number of different installers
for various operating systems — pick the installer for your operating system.

Cross-Platform Personalization
Tool

« Valid with any YubiKey
« Windows, Mac OS X and Linux

« Graphical user interface

» User Guide

» Release Notes

» Windows: Binary installer
* Mac OS X: Binary installer
» Ubuntu package

» Feodora package

» Source code on GitHub

w

2) Once the Cross-Platform Personalization tool has been installed, insert a YubiKey in a USB port
on the computer and launch the YubiKey Personalization Tool.

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit

YubiKey is inserted

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in: Programming status:
b J Slot 1 configured
B Firmware Version:
=p OATH-HOTP Mode 2.3.0
Serial Number
Static Password Mode
> Dec: 1480229 []
= Challenge-Response Mode Hex: 165625 |:|
= Update Settings Modhex: bhikhdg ]

Features Supported
If you hawe any guestions or suggestions, please send an email te  support@vubico.com

Yubico OTP v

2 Configurations v

application Version: 3.1.5 OATH-HOTP ”

Library Version: 1.11.3 Static Password v

Build Timestamp: Jan 10 2013 08:13:37 Scan Code Mode v

Challenge-Response

Copyright © 2011-2013 Yubico. All Rights Reserved. Updatable v
Ndef x

bico

the key to the cloud
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3)

4)

In the Cross-Platform Personalization Menu, open the "Settings" menu by clicking on the link
“Update Settings” on the main page or the “Settings” option from the menu at the

Yubico OTP  OATH-HOTP  Static Password | Challenge-Response | Settings Tools About

yubico

top.

Exit

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:

Yubico OTP Mode
QATH-HOTP Mode

Static Password Mode

Challenge-Response Mode I

Update Settings

1f you have any questions or suggestions, please send an email to  support@yubico.com

Application Version: 3.1.5
Library Version: 1.11.3

Build Timestamp: Jan 10 2013 08:13:37

Copyright © 2011-2013 Yubico. All Rights Reserved.

YubiKey is inserted

Programming status:
Slot 1 and 2 configured
Firmware Version:
2.2.3

Serial Number

Dec: 1072762 []

Hex:  105e7a 0

Modhex: beguil 0
Features Supported

Yubico OTF

2 Configurations
OATH-HOTP

Static Password
Scan Code Mode
Challenge-Response
Updatable

Ndef

L 3R S0 U N N U SR Y
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In the “Program in Challenge-Response mode” menu, select the HMAC-SHA1 mode option.

Program in Challenge-Response mode

wwieow | @

Allows you to program one or more Yubikeys in "Yubico OTP" Challenge-Response mode

mmcsm | @

Allows you to program one or more Yubikeys in "HMAC-SHA1" Challenge-Response mode

Windows Login Tool & YubiKey Config
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Yubico OTP  OATH-HOTP  Static d  Chall Settings Tools About Exit

YubiKey is inserted

Program in Challenge-Response mode - HMAC-SHA1

Configuration Slot

Select the configuration slot to be programmed

() configuration Slot 1 () Configuration Slot 2 @
|| Program Multiple YubikKeys Configuration Protection (6 bytes Hex) @
|| Automatically program Yubikeys when inserted [ubikey(s) unprotected - Keep it that way -]

. Progr ing status:
Parameter Generation Scheme Current Access Code Slot 1 and 2 configured
|Randomize searet | Newaccess Code [ ] Fimware version:

2.2.3
HMAC-SHA1 Parameters Serial Number
Require user input (button press) @ Dec: 1072762 []
HMAC-SHA1 Mode (@) variable input (| Fixed 64 byte input Hex:  105e7a a
Secret Key (20 bytes Hex) 00 00 00 DO 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 Generate | @ Medhex: beguil 0
Features Supported

Actions

Updatable
Ndef

Yubico OTP L

Press Write Configuration button to program your YubiKey's selected configuration slot 2 Configurations o
‘Write Configuration ] ‘ Stop ‘ ‘ Reset | l Back OATH-HOTP ]
Static Password L

Results Scan Code Mode L4
+  Staus  Timestamp A Challenge-Response

»®

»®
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5) Locate the Configuration Slot section and select the “Configuration Slot 2” option

Configuration Slot

Select the configuration slot to be proogammed

@ Configuration Slot 1 @ Configuration Slot 2

6) Locate the HMAC-SHAL Section. In that section, ensure the checkbox “Require User input
(button press)” is not selected.

HMAC-SHA1 Parameters

I Reguire user input (button press) I

HMAC-SHA1 Mode (@) variable input

Secret Key (20 bytes Hex) 00 00 00 00 00 00 Of

7) Inthe HMAC-SHAL1 section, for the HMAC-SHAL Mode, select the “Variable input” option.
HMAC-SHA1 Parameters

Reguire user input (button press)

HMAC-SHA1 Mode I (@) variable input I

8) Click the “Generate” button in to the right of the field labelled “Secret Key (20 bytes Hex).
Please Note: This secret key is essential for making backup to configured YubiKeys. Record this

value in a safe location for generating backup or secondary YubiKeys for the Windows Login
Tool.

(@) variable input | Fixed 64 byte input

00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 0O Generate
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Yubico OTP OATH-HOTP  Static Password Challenge-Response Settings Tools  About Exit

YubiKey is inserted

Program in Challenge-Response mode - HMAC-SHA1

Configuration Slot

Select the configuration slot to be programmed

© Configuration Slot 1 @ Configuration Slot 2

D Program Multiple YubiKeys Configuration Protection (6 bytes Hex)

l:‘ Automatically program Yubikeys when inserted [YubiKey(s) unprotected - Keep it that way

Programming status:

Slot 1 and 2 configured
[Randomize Secret 7 ] New Access Code | Firmware Version:

Parameter Generation Scheme Current Access Code |

2.2.3
HMAC-SHA1 Parameters Serial Number

E‘ Require user input (button press) Dec: 1072762 Ij
HMAC-SHA1 Mode (@) variable input () Fixed 64 byte input Hex:  105e7a 0
Secret Key (20 bytes Hex) fa b9 8f 38 45 b9 e7 08 08 c2 36 05 36 1le 1f b2 d7 96 9C Generate | @ Modhex: beguil 0

Features Supported

Actions
Yubico OTP

2 Configurations
[ ‘Write Configuration ] ’ Stop ] [ Reset ] ’ Back OATH-HOTP

n to program your Yubikey's selected configuration slot

Static Password
Scan Code Mode

& Status  Timestamp Challenge-Response
Updatable

MNdef

Results

L R Y
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9) In the Actions Section, click the “Write Configuration” button. This will configure the YubiKey for
the Windows Login Tool.

Please see Appendix A for steps to create multiple YubiKeys for the same Windows Login
account as well as how to enable Configuration Protection.
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3 Installing the Windows Login Tool

Please note: Administrator privileges and an internet connection are necessary to be able to install the
application. A reboot to the computer is required after the installation

1. Click here to download the YubiKey Logon installation file.

The installation is the same for both Windows 7 32 bit and 64 bit editions.
2. Open the installation file and click “Install”

The Installer for the Windows Login will automatically download and install the necessary supporting
components.

|[¥] Yubiey Clent COM APT
¥ Yubiey Logon

Windows 7 SP1 (x86)

3. Press “Yes” in the User Account Control window

he follc ‘.‘.1'!7] Pre ",“““

W Programname:  YubiKeylogon.exe
T Verified publisher: Yubico AB
File ongin: Hard drive on this computer

;{' Show details
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4. Follow the setup wizard to install the Windows Login Tool and components.

Welcome to the Yubikey Client API Setup Wizard

The installer wil guide you theough the steps required to install Yubikey Client AF1 (32-b¢ / %86) on
your computer.

WARNING: lmmwogansmdnhedbywmwmm
Unauthonzed dupbcabon or distrisetion of this program, or any posbion of £, may result n severs civi
of crimnal penalbes, and wil be prosecuted to the maxmum extent possible under the law.

5. Launch the YubiKey Logon Administration, which can be accessed from the start menu

The application will be located under the folder Yubico — YubiKey Logon — YubiKey Logon
Administration.

o4 XPS Viewer
. Accessories
. Games
. Maintenance
|, Oracle VM VirtualBox Guest Additions
. Startup
. Yubico
| Yubikey Client API
1. YubiKey Logon Default Programs
Y YubiKey Logon Administration

omputer

_ontrol Panel

Devices and Printers

Help and Support

4 Back

SRt down | |

I Search programs and files P '
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6. Press “Yes” in the User Account Control window

( y \  Program name:  YubiKey Logon Administration
W Venfied publisher: Yubico AB
File origin: Hard drive on this computer

¥ Show detsits Yo [N |

7. Press “Yes” to enable YubiKey logon for your computer

-

8. Confirm the login dialog — a reboot will be required after associating a YubiKey with a Windows
Account.

o )
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9. Select the Windows Account to configure from the drop down menu in the YubiKey Logon
Administration window

10. If not already done so, insert the YubiKey in the computer via a USB port.

11. Press the button labeled “Configure”

Yubikey Logenenatied Y LIDICO

e ey W th \

] enabled in safemode
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12. Press “Yes” to enable the YubiKey Logon for the chosen user

Yebikey Lgmensied Y UIDICO

Successfully configured YubiKey Logon, do you want to enable YubiKey
Logon for this user?

13. Optionally, clicking the button labeled “Test” will perform a login test with the YubiKey

?DY e

YubiKey Logon enabled yubico

14. Once the YubiKey is configured, reboot your computer
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15. Log on to the Windows Account using the username and password with the YubiKey inserted in
a free USB port.

test

YubiKey Logon enabled foruser:

Switch User |
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4 Appendix A: YubiKey Configuration & Backup

4.1 Configuring Backup/Multiple YubiKeys

For Multiple YubiKeys to work with the same Windows Authentication Login, they need to be
configured with the same Secret Key. It is recommended that the secret key value is recorded when
configuring a YubiKey for use with the Windows Authentication Tool.

To use an existing Secret Key to create a backup, configure the YubiKey as normal, except when
creating the secret key, do not click the “Generate” button. Instead, type the secret key you wish to
use directly into the Secret Key field. This will create a new YubiKey which will work as a backup to an
existing YubiKey/Windows Login.

To configure multiple YubiKeys with the same secret key (so they will all work with the same Windows
Login), first configure the first YubiKey as normal. However, before pushing the “Write Configuration”
button, follow these steps:

1) Locate the “Program Multiple YubiKeys” Section.

2) Check the box labelled “Program Multiple YubiKeys”

3) Check the box labelled “Automatically Program YubiKeys when inserted”

4) Locate the Menu “Parameter Generation Scheme” and set it to “Same Secret for all Keys”

5) Click the Write Configuration Button to program the first YubiKey.

6) Once the YubiKey is configured, remove it and insert the next YubiKey. It should be
programmed automatically.

7) Repeat step 6 until all the YubiKeys are programmed, then click the “Stop” Button.

This method creates multiple YubiKeys with the same secret and can be used interchangeably with
the each other for the Windows Login tool.
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4.2 Applying Configuration Protection to YubiKeys

To lock a YubiKey configuration slot so that it cannot be reconfigured without proper authorization,
users can add Configuration Protection which prevents the YubiKey configuration slot from being
configured without the proper access code.

To apply Configuration Protection to a configuration slot first configure the first YubiKey as normal.
However, before pushing the “Write Configuration” button, follow these steps:

1)
2)

3)
4)

5)

Locate the “Configuration Protection” Section.

Locate the Menu “YubiKey(s) unprotected — Keep it that way” and set it to “YubiKey(s)
unprotected — Enable Protection”

The “New Access Code” field below the menu should become active.

In the “New Access Code” field, enter in a 12 digit, numeric access code. Record this code
in a safe location as the YubiKey configuration slot will not be able to update its
configuration without it.

Continue to configure the YubiKey as normal.

To change the configuration of a YubiKey configuration slot protected with an Access Code, follow
these steps:

1)
2)

3)
4)

5)

Locate the “Configuration Protection” Section.

Locate the Menu “YubiKey(s) unprotected — Keep it that way” and set it to “YubiKey(s)
protected — Keep it that way”

The “Current Access Code” field below the menu should become active.

In the “Current Access Code” field, enter in the 12 digit, numeric access code set for that
YubiKey configuration slot.

Continue to configure the YubiKey as normal.
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